The On-Line Demand:

We are continuously adopting new and innovative technologies and spending more of our time online.   The thirst for computers, SmartPhones, and Wi-Fi seems to have no limits.  At home, at work and at school, our growing dependence on technology, coupled with increasing cyber threats and risks to our privacy, demands greater security in our online world. 
Cybercriminals do not discriminate; they target vulnerable computer systems regardless of whether they are part of a government agency, large company, small business, or belong to a home user.  Here are steps you can take to minimize your chances of an incident:

· Passwords:  Set strong passwords, change them regularly, and don’t share them with anyone.  The ITSD password standard states that passwords should be a minimum of eight characters to include a number or a special character and, at minimum, changed every 90 days.  
· Updates:  Keep your operating system, browser, and other critical software optimized by installing updates. CABQ’s practice is to have each computer configured for automatic updates.  If your computer does not perform automated updates, contact your IT representative or the ITSD Help Desk for assistance.  Updates do not initiate until the computer is rebooted.  Best practices require your computer to be turned off each night.  
· Communication:  Maintain an open dialogue with your friends, family, colleagues about Internet safety.  If you feel you may have inadvertently downloaded a virus on your computer, contact your IT representative for your department or the ITSD Help Desk for assistance.  
· Limit information:  Use privacy settings on your internet browser and limit the amount of personal information you post online.  Privacy setting can be found on the internet browser home page under Tools, Internet Options, and Privacy.  A medium privacy setting is a typical user setting.  Do not post Private Identifiable Information (PII) on-line.  This includes account numbers, social security numbers, date of birth or information they may identify yourself or others.   

Email Safety Tips: 

Be cautious about offers online – if it sounds too good to be true, it probably is.
Email has become an essential tool for communicating.  In order to protect ourselves from phishing scams and malware, it is essential that each of us learn how to safely manage our mail.
Phishing:  Phishing is the attempt to obtain information such as a username, password, credit card or other financial details by masquerading as a trustworthy entity.   Legitimate businesses will never ask for private information unsolicited.  Phishing communications are designed to portray popular web sites, auction sites, online payment processors or IT administrators and are commonly used to lure the unsuspecting public. Although many Phishing attempts arrive from well known organizations, be cautious when an email includes threats, misspelled words or links to a url.  (Note: The topic of Phishing will be covered in greater detail in the future).  
Spam - Spam is another term for junk email or unwanted email advertisements.  Today, the majority of emails are spam. That's because it's very easy and inexpensive for a spammer to send an email to thousands of people at the same time, and they can do it anonymously.  Phishing scams and malware are often included in spam, so it is important to be able to effectively manage the spam we receive in our inbox. 
· Use a Spam Blocker. A spam filter can greatly reduce the amount of spam that ends up in your inbox.  The City ITSD maintains a Spam blocking mechanism for email. Unfortunately, even with a spam blocker, some spam may still get through.   
· Don't Reply to Spam. You may be tempted to reply to a spam email or click on a link within the email to unsubscribe.  This may work with legitimate emails that you have subscribed to; however, spammers will rarely honor these requests. In fact, by replying or clicking on a link, you are confirming to the spammer that your email address works, and you may end up getting more spam. 

· Turn Off Your Preview Pane (if your email service has one).  It is impossible to avoid viewing spam when your email automatically displays it in your preview pane. Once you view a spam message it may actually lead to receiving more spam. Therefore, you will need to weigh the convenience of using your preview pane with your desire to avoid spam.  This option can be found within your email service, View, Auto preview.  
· Email Scams – Remember, if it’s too good to be true, it probably is. Popular email scams include work-at-home offers, weight-loss claims, debt-relief programs and cure-all products. 
Always remember, security is each of our responsibilities.  If you have inadvertently downloaded a malicious file from email or opened a malicious website and feel you may have gotten a virus, contact your IT representative or the ITSD helpdesk as soon as possible to minimize any potential harm and prevent the spread of a virus.  

