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Applies to all devices connected to networks owned and managed by the
City of Albuquerque.

e No non-City owned or managed platforms (PDAs, PCs, laptops,
handhelds or any other devices capable of attaching to the
network) will be directly connected through any means to the
City’s networks. At no time will traffic bypass City of
Albuquerqgue security measures.

o Virtual Private Network (VPN) connections will be used for
remote access to the City’s network. Approved VPN access is
not a universal benefit and may be revoked at any time.

e No modem, routing, switching or wireless devices will be used
to connect to City network assets without prior approval and
registration with the Technical Review Committee.

o All platforms approved by the Technical Review Committee for
connection to the City’s networks will have the City’s standard
anti-virus protection software and all platforms will have the
latest operating system security updates.

The City of Albuquerque has made, and will continue to make, a
significant investment implementing an information sharing
infrastructure to meet the business needs of the City, the work
requirements of employees, and the communication needs of the public.
This policy is required to protect that infrastructure and the business
needs of the City and its citizens.



