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	Scope
	Applies to IT equipment on the City of Albuquerque’s network.

	Standard
	A Patch and Vulnerability Group (PVG), this group is tasked to implement the patch and vulnerability management program.  This group functions are as follows;
1. Create a System Inventory (using existing inventories).
2. Monitor for Vulnerabilities, Remediations, and Threats.
3. Prioritize Vulnerability Remediation.
4. Create an Organization-Specific Remediation Database.
5. Conduct Testing of Remediations.
6. Deploy Vulnerability Remediations.
7. Distribute Vulnerability and Remediation Information to Local Administrators.
8. Perform Automated Deployment of Patches.
9. Configure Automatic Update of Application Whenever Possible and Appropriate.
10. Verify Vulnerability Remediation Through Network and Host Vulnerability Scanning.
11. Vulnerability Remediation Training.
12. Provide Security Metrics for Patch and Vulnerability Management
The PVG will be led by the IT Security Officer.  The IT Security Officer will appoint members as required.  These members should have a knowledge of vulnerability and patch management, as well as system administration, anti-virus, intrusion detection, and firewall management.
The PVG will be responsible for creating procedures to achieve the functions listed above.


	Rationale
	The City currently supports more than 8,000 network end points and 5,000 system users.  Protection of the City’s and citizens’ data is vital, and can be maximized by following the guidelines in NIST-Special Publication 800-40.



