· Title: Patch Management 
· Type:  Policy

· Category:  Security
· Status:  New Policy
· Approved  Date:  August 2012
· To Be Reviewed Date:  
Scope:  Applies to all City information technology assets
· Policy Definitions: It is the ITSD’s responsibility to provide a secure network environment for the City of Albuquerque applications, staff, business partners, and contractors. As part of this goal, it is the City’s policy to ensure all computer devices (including servers, mobile devices, desktops, printers, etc.) connected the City’s network has proper virus protection software, current virus definition, and the most recent operating system and security patches installed.
· Policy Provisions: 
1. Monitoring – ITSD Security Staff will monitor for the release of new security patches.  Monitoring will include, but not be limited to, the following:
Monitoring CERT, notifications, and Web sites of all vendors that have hardware or software operating on City’s network
2. Review and Evaluate
The review of patches on critical application/servers should occur, at minimum, on a quarterly basis.  This review shall determine if the device has current operating system/security patches and current application patches.  Each device shall be evaluated by ITSD System Administrators and updates applied per City of Albuquerque change management processes.   ITSD System Administrators shall keep record of patch management on each device.  
3. Risk assessment and Testing - Systems Administration will assess the effect of a patch to the City infrastructure prior to its deployment. The department will also assess the affected patch for criticality relevant to each platform (e.g., servers, desktops, printers, etc.).

If Systems Administration categorizes a patch as an Emergency, the department considers it an imminent threat to City’s network. Therefore, the city assumes greater risk by not implementing the patch than waiting to test it before implementing.

Patches deemed Critical or Not Critical will undergo testing for each affected platform before release for implementation.  Systems Administration will expedite testing for critical patches. The department must complete validation against all images (e.g., Windows, UNIX, etc.) prior to implementation.
4. Notification and Scheduling

All patch installs on Servers will require a Change Management notification and review.   Scheduling of an installation and reboot will follow ITSD Change Management processes.  
ITSD will work with IT support staff in each department to maintain a patch management process.  

5. Implementation

The implementation of a patch management process shall be an ongoing process within City of Albuquerque ITSD.   The City will make every effort to automate the Patch management process. 

6. Audit, Access and Verification
· It is the responsibility of the ITSD Security staff to perform routine vulnerability assessments on networked resources and evaluate for missing security patches.   These assessments will be performed continuously to identify known vulnerabilities.

· Identifying and communicating identified vulnerabilities and/or security breaches to the City network System Administrators.
· Rationale: Ensures that all computer resources that connect to the City's networks have access to and apply current, critical Microsoft Windows updates and security patches.  Limits the City's exposure to known vulnerabilities in Microsoft Windows.
Also refer to: 

· Information technology Protection Policy 
· Contact:

· Name:  Art Montoya

· Phone Number: 768-2925

· E-Mail Address:  artmontoya@cabq.gov

NOTES:  
