· Title:  Computer Security Policy
· Type:  Policy
· Category:   Security
· Status:  _________________________________
· Approved  Date:  

· To Be Reviewed Date: 

Scope:  To establish minimum security requirements for computers to protect City of Albuquerque data and other City IT resources from reasonably anticipated threats and hazards. Many of the security controls identified in this policy apply to computers regardless of the classification of data (Restricted, Sensitive, Unrestricted) to which they provide access.  Without the security controls set forth in this policy, any computer can acquire a computer virus or worm, or is susceptible to computer hacking. A compromised computer on our internal network then becomes an instrument for unauthorized access to or infection of other computers on our network that may be critical or may provide access to restricted information.
Policy Definitions:  This policy applies to all servers, computing appliances, desktops, portables, peripherals etc. capable of executing computer code and becoming compromised, and that are used for City of Albuquerque business or connected to the City network.
1. City owned or managed computers used for City business must comply with minimum security standard.  It is the responsibility of the department to ensure the required security controls are implemented and maintained on all computers installed for network access.
2. Effective July 1, 2012, personally or affiliate owned computers used by City affiliates, contractors, and staff for City business must comply with City security standard. It is the responsibility of the user with system administrative privileges on the computer to ensure the required security controls are implemented and maintained.  

3. All diskette drives and removable media from external sources must be virus checked before they are used within the Organization.
4. The use of unauthorized software is prohibited.  In the event of unauthorized software being discovered it will be removed from the workstation immediately
5. The department, in concurrence with the ITSD Security Officer, may at any time disconnect a computer from the City network that has been verified to create an unacceptable security risk.
6. Failure to comply with this policy will be reported as an information security violation and may result in loss of network and system privileges for the computer and the individual violating the policy.
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