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1.
Introduction 

The Internet and the shared City of Albuquerque backbone provide the opportunity to decrease cost, increase productivity and ease the sharing of information between City of Albuquerque and the public. In doing so, however, there is a risk to the confidentiality, integrity and availability of data held both publicly and privately.  Measures should be implemented to provide the security necessary to instill the confidence of information sharing to all stakeholders.   Such measures are not possible without a centralized administrative security framework designed to support the E-business and E-government objectives of the City. 
1.1      Purpose and Goals

The purpose of this document is to outline a security framework for the City of Albuquerque Information Technology Services (ITSD) Administrative staff for computer and networked security.  The Framework is a set of cyber security activities and references that are common across critical infrastructure sectors organized around particular outcomes.
The framework presents standards and best practices in a manner that allows for communication of cyber security risk across the organization from the senior executive level to the implementation/operations level. 

The purpose of this security framework is not intended to be a technical statement on the implementation of these, but rather a set of administrative guidelines to set the technical direction.  

This security framework is designed to meet the following objectives:
· Support City of Albuquerque business requirements with the highest quality practical methods 
· Reduce both legal and security risks 

· Define protection for City of Albuquerque maintained shared assets 

· Define limited and consistent level of protection for agency resources 

· Define Security Awareness for employees in maintaining security 

· Implement a ‘protect and proceed’ policy, rather than a ‘pursue and prosecute’ policy. 

The Security Process Framework (SPF), 
· Facilitates the sharing and management of best practices

· A comprehensive set of program areas (e.g., Monitoring, Access Controls, infrastructure security, personnel security, Security Awareness and security training) that together guide an organization’s actions to protect its information resources
· Each program area is a cluster of related security sub processes
· Together the program areas and their sub processes provide a structure of security processes used to categorize Best Security Practices (BSP’s).
1.2.1
 Requirements for Physical and computer Security

This document defines physical and logical methods that are to be implemented and maintained to provide appropriate and effective physical and computer security measures for the data processing and communications services of the City of Albuquerque.  

This section provides an introduction to the requirement for (a) physical and (b) computer security.
Requirements for Physical Security

The requirements for physical security include protection of the following:

· The primary Information Technical Services Department (ITSD) facility located in Albuquerque City Hall.  A redundant facility located at Pino yards.  These facilities house City of Albuquerque data processing primary and backup assets.  
· The Emergency Operations Center (EOC), The Library, Solid Waste and Aviation Department.

· The data processing and data communication equipment provided and maintained by City of Albuquerque 

· The data, supplies, and documentation pertaining to the use of that equipment.

· Public property  
Requirements for Computer Security

The requirements for computer security include the following:

· Provide for the Confidential, Integrity and Availability of information

· Prevention, deterrence, and detection of fraud and abuse
· Protection of public rights,

· Control Physical and Logical Access to information and the equipment that is used to transmits, processes and stores this information. 
· Education of personnel in the safekeeping of data

1.2.2
Methodology

The City of Albuquerque will do the following:

· Conduct a self assessment on an annual basis and have an assessment conducted by independent party on a three year cycle.  
· Identify Networked assets to protect-Networked hosts, networking devices, and data that travel across the network.
· Know thy enemy:  Determine what we are going to protect it from.  Determine most vulnerable points and who may try to exploit them. 
· Assess risks 

· Implement cost effective action. 

· Define continuously improving security procedure 

 
2.0
Perimeter Security

The perimeter of the network is defined as those connections outside of the City of Albuquerque network, such as connections to the Internet and other ‘uncontrolled’ networks.  The functional system will be divided into three layers; a DMZ layer to allow access by users from outside to utilize business services, an application layer where the business logic will take place, and a general user layer where applications will reside for daily business functions (file services, printing services, email etc).  

“Cloud services” or “In the cloud” applications refer to software, platforms and infrastructure that are sold "as a service", i.e. remotely through the Internet.  Cloud services, when used, shall be designed to follow the security guidelines set forth in City of Albuquerque policy.  It is the responsibility of the City of Albuquerque to evaluate “cloud services” to adhere to City of Albuquerque policy and security best practices. 
Each of the layers will be physically and logically isolated for security purposes by means of network segmentation. That is, each layer will reside within its own secure sub-network. The presentation layer will allow traffic only between the user and the application layer. The application layer will allow traffic only between the application and the database.

Firewalls and routers will allow traffic only through designated ports allowing limited protocols at each layer and will allow traffic only from designated IP addresses at each layer.
Intrusion Detection/Prevention Appliances (IDP) will be utilized between each networked segment to detect and prevent unauthorized attempts of entry, malicious activity and Distributed Denial of Service (DDoS) attempts.   

2.1 
Internet Firewall and Zones

A Firewall will exist at the boundaries between the City of Albuquerque network and the global Internet and any other un-trusted external networks. City of Albuquerque will implement, at minimum, three distinct zones.  All traffic to each zone within City of Albuquerque should be routed through the internal firewall where policy determining access and traffic patterns is assessed.  The zones are defined as such: 
· DMZ:  Publicly accessible servers, such as WWW servers, will reside in the DMZ and will be isolated from other computer systems and protected.  
· City of Albuquerque Intranet Zone:  City of Albuquerque hosts both local and remote will access the central Local Area Network through the Intranet Zone.  This is considered the most trusted zone.  
· Untrust: The outside/non-trust environment.  Traffic entering from this zone will be filtered.  Access from the Untrust zone will be designed to allow minimum access.   Policies shall be reviewed quarterly to verify and validate their use. 
· Access from non - City of Albuquerque agencies will be permitted when it is necessary for business purposes.  A minimal level of protection will be maintained in accordance with the goals of City policy.  Non-City partners conducting business with the City of Albuquerque shall follow the requirements as written in Section 4. Data Protection and Confidentiality.   
· Trust relationships can be conducted between City of Albuquerque and business partners when in the best interest of City business.   A confidentiality agreement between the any partner and the City of Albuquerque shall be in place when a trusted relationship is established or data is shared.  The trusted partner shall adhere to the security best practices of the City of Albuquerque.  
2.1.1
DMZ and City Of Albuquerque Access

The DMZ will be established between the Internet (public network) and the City of Albuquerque Secure intranet zones.  Within the DMZ will reside Web based services.  These services are available to the general public.  

· Within the DMZ:  Services provided through the Internet (Web-enabled applications to include the front end City of Albuquerque web site, FTP services, Mail, DNS, etc.) shall be deployed on a Demilitarized Zone (DMZ) or proxied from the DMZ.
· All communication from servers within the DMZ to internal applications and services shall be strictly controlled by firewall and Access Control List policies.  
· Remote or dial-in access to networks shall be authenticated at the firewall or through internal authentication services within the VPN services placed in the DMZ.  Access provided to remote users will be provided upon approval of supervisor, ITSD and security staff.  Authority for remote access will be strictly enforced.   
2.1.2 
Load Balancing Web Services

City of Albuquerque utilizes a Load Balancing device configured to balance traffic between application services.  This device provides redundancy allowing minimal or no downtime in the event of a hardware failure.  External traffic to the Load Balancing application shall be controlled allowing only specific traffic and protocols.  HTTP, HTTPS protocols are the primary protocols allowed to the Load Balancing application.  
At no time should the application servers be accessible directly from a non-secured zone.

2.1.3 
Access between Web and Application Services
Access to Application services is to be strictly limited to authorized protocols and will be enforced and monitored continuously via log reports and real time statistics.  
Connection between Web Services and Application Servers is allowed only after proper authentication and secure connection has been established.  Digital Certificates for each service must be kept up to date.  Certification expiration date must be documented along with the certification authority (CA).  At no time shall a service be run when a certification has expired.   
Direct connectivity between Application servers and the general network should be limited to System Administrators.  Access to Application servers should be a secure SSH connection.  Because Telnet transactions are open text, Telnet Services should be disabled when possible.  

Accessibility for application services should be available via TCP ports 80 (HTTP) and 443 (HTTPS).  There should be no other protocols opened for this connection.   Secure Layer Socket (SSL) will be maintained for connectivity between external customers and City of Albuquerque business applications.  
2.2      Internet Routers

· Access to Internet routers is strictly controlled and will be limited to given administration hosts and/or networks.
· Appropriate authentication will be used on all methods of access.
· No default strings or passwords will be retained on any publicly visible router.  Passwords on publicly visible routers should be changed on quarterly basis or when suspicion of unauthorized entry has occurred. 
Access Control Lists (ACL’s) are to be used to control specific protocol access.  Telnet and other non-secure protocols will be replaced by more secure protocols such as SSL using putty, TACACS+ or Radius Services for authentication.  In addition to firewall policies, ACL’s on external visible routers are to be implemented on interfaces to control/eliminate undesirable network traffic coming into or leaving department.  Internetworking Operating System (IOS) levels will be updated on an “as needed” basis and follow Change Advisory Board (CAB) protocol.  

2.3     External Organization

Access shall be granted to City of Albuquerque services for external organizations such as contractors based on business needs.  This access will, however, be controlled and limited to that required by agreements and contracts with the City of Albuquerque.  It the intention of the City of Albuquerque Computer Security Policy to provide the minimal access possible to allow business to be conducted.

· Wherever possible, this access will be through a single controlled point.
· Virtual Private Networking (VPN) will be used whenever required for external connectivity to the City of Albuquerque infrastructure. This will provide the encryption and maintain the integrity of the City of Albuquerque infrastructure.  VPN access will be granted with Information Technical Support Department (ITSD) approval and only after the VPN security access form has been completed and approved.  
· At no time shall VPN passwords be shared.  Contractors will provide access forms for each individual requiring remote access.
· At no time will Vendor accounts be created with no expiration date applied.  Vendor accounts shall be reviewed quarterly.   
· Transport Layer Security (TLS) or Secure Socket Layer (SSL) shall be employed between a web server and browser to authenticate the web server and, optionally, the user’s browser. Implementations of TLS and SSL shall allow for client authentication support using the services provided by Certificate Authorities.

· External connections shall be removed promptly when no longer required. Key network components shall be disabled or removed to prevent inadvertent reconnection.
· It is the responsibility of the external agency to meet and comply with section 7 and section 8 of this policy.
Contractors on site:  Vendors/Visitors should not be left unattended within City of Albuquerque networked infrastructure.  Access controls (Physical and Logical) must be approved by a City of Albuquerque sponsor and should be kept at a minimum.  Access privileges shall be reviewed on a 45 day cycle by ITSD Staff.  At no time shall an outside vendor/visitor have access configured for an unlimited period or “Password never expires”. Contractors shall not be allowed to install, plug in networked devices, thumb drives, CD’s etc without approval from ITSD staff.  All outside portable storage devices shall be scanned for virus/malware prior to being authorized on the City infrastructure.  Devices must have appropriate virus protection and security patches.    All access shall be removed immediately upon the completion of Vendor/Visitors work with the City of Albuquerque.  
3.0 
Inter-agency connectivity 

The following measures will be implemented at the City of Albuquerque boundaries.
· City of Albuquerque core network will be monitored against well-known intrusions.
· Connections out of the City’s network will be monitored for well-known intrusions.
· Intrusions from department to department will be monitored or detected.
· Anti-virus software shall be in place and up to date.
· Operating system security patches shall be up to date.
· Policies will be in place to limit access for single external hosts.
In the event of an intrusion, appropriate steps will be taken by City of Albuquerque personnel and agency IT staff will be notified.  These steps will include notification to and activation of the computer response team as defined in the Computer Incident Response Policy.  In extreme circumstances, all connectivity to outside agencies could be terminated to prevent further spread of virus/worm or possible intrusion.

4.0
Data Protection and Confidentiality

The following measures will be implemented for data sharing between City of Albuquerque and an external agency.  Employees and vendors must be required to sign a code of conduct and confidentiality, and non-disclosure agreements before beginning work.  

The Parties will safeguard shared information as follows:

A.
Access to the records sought and to any records created with the information disclosed under this Agreement containing the name, SSN, or other identifiable information of the individual, will be restricted to authorized employees who require the information to perform their official duties in connection with the use of the information authorized by the agreement. 
B.
All personnel who have access to the information or to the records containing information disclosed under this Agreement that identify any individual by name, otherwise, will be advised of the confidential nature of the information and the civil and criminal sanctions contained in applicable state and federal laws for divulging the information unlawfully.

C.
All non-City of Albuquerque personnel having access to the information under this Agreement shall be identified in writing.  The outside agency shall notify City of Albuquerque in writing of any changes or additions to personnel having access. 

D.
Security and confidentiality requirements and policies will be established, maintained and enforced in accordance with city, state and federal law governing the handling and disclosure of participant information.

E.
The information disclosed and records created with the disclosed information will be processed and maintained in a manner that will protect the confidentiality of the disclosed information, and in a manner that will prevent unauthorized individuals from retrieving or accessing the information.   This requirement includes access to computers, terminals and electronic on-line access as well as printed or paper copies of the information.  Access to files with confidential information shall be protected, at minimal, with a password.  Access to such files shall be kept at a minimal.
F.
Any person who knowingly and willfully requests or obtains shared information under false pretenses, or who knowingly and willfully discloses such information in a manner or to a person not authorized by law to receive it, shall be immediately denied access to shared information and shall be subject to all appropriate federal and state criminal and civil penalties.  

G.
The affected party shall immediately: (1) notify the other of any known or suspected improper disclosures of data files or other confidential information; (2) promptly furnish the full details of the unauthorized possession, use, or knowledge of data files or other confidential information; and (3) assist in an investigation of the matter and take steps to prevent a recurrence.
H. Records or files which are no longer required will be destroyed according to city/ state archive/destruction procedures.
I.
City of Albuquerque and external organization may make on-site inspections or other provisions to assure that the safeguards described above are being maintained by City of Albuquerque or agency respectively.

J.

Signed agreement forms from External Agency employees who require City of Albuquerque data shall be submitted to the City of Albuquerque Help Desk within 10 days of the access of data.

K. Upon the termination of data sharing Agreement for any reason, any information received under the terms of this Agreement or subsequent amendments or revisions shall remain subject to the confidentiality provisions indefinitely.

Non-disclosure agreements:

External Agencies sharing data with City of Albuquerque are required to sign statements of non-disclosure and should be part of the Memorandum of Understanding (MOU) or other written agreement.  Chapter4 External-agency connectivity – Protection of confidentiality of the City of Albuquerque Information Technology Services Security Policy, fulfills this requirement and should be part of each agreement.  It must be verified that external agencies requiring the sharing of data with City of Albuquerque have internal non-disclosure policies in place for their employees.  City of Albuquerque has the right to audit externally connected business partners for compliance with the Non-disclosure agreement. 

5.0
Monitoring of the Internal Network

While appropriate perimeter protection provides a solid first line of defense against intruders, it is felt that critical resources require further measures. As such, City of Albuquerque will use automated monitoring tools to continuously watch network segments deemed to house critical hosts or resources. This monitoring will accomplish the following:
· Detection of well-known intrusions, regardless of source.
· Automatic protection of hosts under attack.
· Automatic alerting of personnel as required by the severity of the detected attack.
· Detection of intrusions to restricted areas from internal users. 
· Monitoring of internet activity and providing periodic reports of all activity.
· Monitoring of wireless access points and management of wireless traffic.  
· City of Albuquerque will make best effort to supply logging mechanism that will monitor incoming/outgoing connection, all critical services.  These applications will provide monitoring and logging capabilities.  Logs will include at the minimum the name of individual accessing application and records, date and time stamp and records accessed.  Logs will be kept on a separate and isolated location for a duration deemed appropriate by City of Albuquerque Business groups and/or legal department.

5.1
Intrusion Detection/Prevention

Intrusion detection mechanisms or intrusion prevention tools should be incorporated into all internetworking devices that serve as gateways between external network segments.

· When used, intrusion detection systems shall be installed both external and internal to firewall technology protecting the network.  These systems will be configured to monitor, block, and report unauthorized activity.  Logs should be reviewed by agency authorized personnel and all incidents, violations, etc., reported and resolved.
· Intrusion detection mechanisms for servers shall include the use of software and review procedures that scan for unauthorized changes to files, including system files.
· Software and review procedures shall examine network traffic for known, suspicious attack signatures or activities and look for network traffic indicative of devices that have been configured improperly. 
5.2
Vulnerability Scanning

  
Network and host vulnerability scanners are to be used to test for the vulnerabilities of internal systems and of network perimeter defenses, as well as adherence to security policy and standards. Vulnerability testing and monitoring are a components of the City of Albuquerque comprehensive network security solutions. Such components allow security administrators to measure security, manage risk, and eliminate vulnerabilities, providing a more secure network environment. Scanning of networked resources will be conducted on a regular and routine basis and reporting of vulnerabilities to be conducted on a bi-monthly basis or when new hardware has been implemented.  Scanners should:
· Identify security holes by confirming vulnerabilities both in network and applications. 
· Provide effective analysis of vulnerability data using browsing techniques, and enforcing valid security policies when used during security device installation and certification.
· Provide comprehensive reports and charts for effective decision making and improved security, and

· Define and enforce valid security policies when used during security device installation and certification.
6.0  
Hosts and Data Access Control Process

While City of Albuquerque hosts will be behind the Enterprise maintained firewall, the responsibility for protecting such hosts (All enterprise servers and applications) will be held by system administrators.  Measures to be taken to secure these hosts will be documented both administratively and technically and will address the following procedures.  Best practices from NIST Special Publication 800-123 will be followed in securing enterprise hosts.   
· Patch and upgrade the operating system 

· Remove or disable unnecessary services, applications, and network protocols 

· Configure operating system user authentication 

· Configure resource controls 

· Install and configure additional security controls, if needed

· Perform security testing of the operating system. 

Server Applications Security

The secure installation and configuration of the server application will mirror the operating system process outlined above. The overarching principle is to install the minimal amount of services required and eliminate any known vulnerabilities through patches or upgrades.  If the installation program installs any unnecessary applications, services, or scripts, they should be removed immediately after the installation process concludes.

The City of Albuquerque is committed to the ongoing process of maintaining the security of servers to ensure continued security. 

Maintaining a secure server requires constant effort, resources, and vigilance.  Securely administering a server on a daily basis is an essential aspect of server security. Maintaining the security of a server will usually involve the following actions: 

· Configuring, protecting, and analyzing log files on an ongoing and frequent basis 

· Backing up critical information frequently 

· Establishing and following procedures for recovering from compromise

· Testing and applying patches in a timely manner 

· Testing security periodically
Each of these actions will be documented in policies and standards.  
Access Privileges

Access rights for all users will be reviewed on a continual basis by the Systems Administrative staff.  Access to networked resources is controlled by Microsoft’s Active Director services.  Networked access will be granted on a minimal access basis.  Any additional access rights must be pre-approved in writing by their supervisor.  Access required for other department resources must be approved by the department supervisor.  An access form must be submitted by authorizing supervisor or Human Resources via the ITSD service desk for any changes to, additions, termination of access privileges.  City of Albuquerque will make every effort to disallow contradictory access roles and privileges.  Contradictory roles are defined as providing access for an individual who will provide both the capability to submit and approval a transaction. 
It is the responsibility of the Security Manager or Internal Audit unit to audit access privileges on a continuous basis.  
Account management:  All access will be removed immediately for terminated or discharged staff.  The Human Resources and the Legal departments within City of Albuquerque will direct access for personnel whom administrative action is/has been taken.  There are several access points and access controls when providing or removing staff access to City of Albuquerque data and networked resources.  
· Active Directory – utilized for Domain access and group policies

· ERP –City of Albuquerque accounts managed by City of Albuquerque ERP staffing.

· Email – Access control managed by City of Albuquerque ITSD Staff

· Remote Access Capabilities – Managed by ITSD

Upon termination/resignation of staff, it is the responsibility of City of Albuquerque administrators for the removal of all access.
The distribution of files and other work related items upon the termination of employment with the City of Albuquerque shall follow policy and standards. 

Change of duties:  Upon any internal personal movement or changing of duties, access privileges shall be evaluated by supervisor and system administrators to determine if user requires the same level of access privileges.    

7.0 
Remote Access

It is vital for access to City resources to be available from outside of City facilities. However, this is also a potential avenue for malicious activity.  Steps must be taken to prevent this potential becoming a reality.
· Modems attached to critical network assets will be connected by on request and disconnected after service is completed.
· Modems attached to personal computers will be configured for dial out only.
· All UNIX hosts come with native security and well know security issues. A technical level policy will be developed for every operating system.  This policy will be provided and implemented by the administrator.  
· VPN access will be granted on an as need basis and to users requiring access to the City of Albuquerque network for business purposes only.  VPN access will be granted only when the proper forms and signatures have been obtained and approved. (See Virtual Private Network Policy).  Resource access for remote users is controlled by access policies implemented on the hardware resource and the VPN Appliance.
· It is the intent of the ITSD to provide access to City of Albuquerque resources to Staff and approved contractors via VPN access when requiring access during other than normal business hours.  This access will be on an as needed basis.     VPN access shall not be used when a physical connection is available.  
To reduce the risk of an application attack:
· Applications shall be configured to not allow unlimited connections from a single source.
· Applications servers shall be configured to log, date/timestamp, all login activity.       
8.0
Infrastructure Security

8.1
Physical Security and Access Control.
· Physical barriers will control access to critical hardware.  Access to critical infrastructure will be secured behind a controlled environment allowing only authorized personnel.  All staff and contractors are required a badge at time of employment or services.  All personnel will be provided access privileges in writing from their immediate supervisor prior to gaining access to secure areas.  This written privilege will include type of access required and access to specific locations and will be reviewed by IT and physical security Staff.  Critical city applications and data will be secured behind controlled access.  Minimal access both physically and logically will be granted on “as needed” basis.  Each employee is responsible for maintaining the physical security of City of Albuquerque resources.  Each employee must be aware that “piggy backing” into a secure location is prohibited.  
· Control direct access to all network equipment.  Best efforts should be implemented to provide a secured environment for all networked devices.  Access to controlled areas shall be reviewed on regular intervals and documented on a three month cycle.  Additional documentation required includes adequacy checks of the Uninterrupted Power Supplies (UPS) systems, fire suppression devices and air conditioning.
· Ensure a comprehensive disaster recovery plan detailing hardware and software resources, purpose of the resource, standard operating procedures and owner of the resource is written and stored off-site in a secure location.

8.2
Patch Management (Servers/PC’s)

To better protect the City of Albuquerque infrastructure and resources from potential vulnerabilities, City of Albuquerque ITSD Staff and externally connected agencies will actively monitor for and respond to any Operating System/Security patch updates released.   Patches should be installed on production environment only after proper testing in a controlled environment.  Installation of system/security patches should be performed on the City of Albuquerque networked resources servers, staff personal computers, mobile and printing devices and externally connected computers as soon as testing is completed.  It is the responsibility of externally connected and remote connected personnel to provide, install and run the latest operating and security patches. 

· Patches shall be installed (use of an automated tool is recommended) on all affected internetworking devices.  Designated employees or contractors shall monitor the status of patches once they are deployed.  Upgrades shall occur as needed for the protection of networked resources. 
· Patches make changes to the configuration of an internetworking device and are designed to protect and secure internetworking devices and attached IT devices and systems from attack, and shall be controlled and documented.
· All changes to core network resources, servers, network equipment will be approved through the Change Management (CAB) process. 
· Because many patches require a reboot of services, unless a critical patch is required, all system and security patches for application and infrastructure servers will be scheduled and implemented after regular business hours.  
8.3
Virus Protection

The principal concern of the Anti-virus Standard is effective and efficient prevention of network virus outbreaks and network security attacks involving computers associated with City of Albuquerque. The primary focus is to ensure that City of Albuquerque users are aware of and take responsibility for the proper use of the City of Albuquerque provided virus protection software. City of Albuquerque will maintain an up to date anti-virus process to be distributed to all City of Albuquerque staff.  This policy is intended to ensure: 

· The integrity, reliability, and good performance of City of Albuquerque computing resources.

· That the resource-user community operates according to a minimum of safe computing practices.

· That the City of Albuquerque licensed virus software is used for its intended purposes.

· Processes should be in place for the purpose of automating the scanning process for each removable media (floppy disk, CD, DVD, etc..) for possible virus.  It is the responsibility of all staff to ensure the scanning of all removable media type prior to opening media. 
8.4
Secure Devices Access

· All default console passwords shall be changed to meet the password standards of City of Albuquerque.  Passwords shall be changed on a quarterly basis or if suspicion of device having been compromised

· Use enable and enable secret passwords.  Passwords changed on a quarterly basis or if suspicion of device having been compromised

· Timeouts for unattended console or vty ports  (Timeout is 10 minute by default)

Encrypt all passwords in router configurations.  At no time shall a configuration be sent with password unencrypted.

· For non-City of Albuquerque technical support, e.g. Cisco Support, a temporary account or user level password shall be enabled to grant access to supporting technician.  Accounts shall be monitored routinely and removed when support is no longer required.  
8.5
Secure router configuration files

· Protect and limit access to TFTP servers containing router configuration files.

· Protect any host in which the TFTP service is running on.

· Only authorized staff should have access to router configurations  

8.6
Workstation Security 

To protect logical assets such as computers and mobile devices, logon passwords and screen saver passwords shall be employed. These passwords may not be written down and stored in the vicinity of the computer. The screen saver must be activated or the computer shut down if the personnel need to steps away.  Login Names should not be displayed when initializing computer system.  (See Mobile Device Security Policy).  Workstations shall have updated security patches and anti-virus software at all times.  It is the responsibility of staff to turn off workstations for the purpose of installing security and other administrative updates.  At no time shall a workstation be left on and user signed in when leaving the facility.  
8.7
Wireless Device Security

Wireless Devices are any device, City owned or personally owned that connect to the City of Albuquerque infrastructure wirelessly for the purpose of conducting City Business.   (See Mobile Device’s Security Policy).  
· Protect device by using a password that adheres to the City Password Standard.
· Updated anti-virus and security patches
· Encryption of data that is City related
· Devices must be configured to timeout after 15 minutes of inactivity and require re-authentication before access to services on or by the device will be permitted.
· When used, Mobile device management systems shall be installed for protecting the network.  These systems will be configured to monitor, block, report unauthorized activity and enforce policy.  Logs should be reviewed by agency authorized personnel and all incidents, violations, etc., reported and resolved.
· Mobile Device Management shall include the use of review procedures that scan for unauthorized changes to device, anti-virus and security patches. 
9.0 
Customer Responsibility

Security of City of Albuquerque data is each individual’s responsibility.  There is a fine balance to providing the optimum security of the network and allowing personnel to perform their duties in the most timely and efficient manner.  In order to make social as well as technical attacks more difficult, computer awareness training will be provided for all City of Albuquerque employees.  A communications plan shall be available to document the means by which Security Awareness communications, training and notifications shall be carried out.  Security awareness shall be communicated on a regular basis via security bulletin, email or other method as detailed in the Security Awareness Communication Plan.  The goal will be to make City of Albuquerque staff aware of the most common social attacks used and the simplest means for protecting against them, as well as some procedures they can follow in order to make an attack more difficult.

9.1
Password Controls

Passwords must be controlled to prevent their disclosure to or discovery by unauthorized persons.  Password policy/standards shall be strictly enforced.  (See: Information Systems Password Standard).  At no time are passwords to be shared.  Administrative passwords should be stored in a locked/controlled environment and be changed as per the Password standard.   Passwords should be changed on a scheduled basis as determined by the password standard.  Passwords should not be visible when being entered into system for authorization.  
9.2
Internet Acceptable Use 

City of Albuquerque employees access the Internet from City-owned computers and mobile devices. This access is intended for business-related purposes (such as communicating with customers, suppliers, and colleagues, to research relevant topics and to obtain useful business information).  Employees have no right of ownership or expectation of personal privacy as to their City Internet usage.
Offensive content may not be accessed, displayed, archived, stored, distributed, edited, or recorded using City network, printing, or computing resources.  City Internet access shall not be used to conduct personal business, play computer games, gamble, run a business, conduct political campaigns, for personal gain, or to take part in any prohibited or illegal activity.   (See: Employee Internet Use Policy for complete listing of internet acceptable use)
9.3
City of Albuquerque Assistance  
City of Albuquerque staff and business partners should contact the Service Desk at 798-2930 or email helpdesk@cabq.gov for any assistance concerning suspicious activity such as viruses, hoaxes, scams which may affect security of the City of Albuquerque infrastructure.  Every staff member is responsibility for the security of the Information Technology networked infrastructure.   
9.4
City of Albuquerque Escalation Process

 
(See the City of Albuquerque Computer abuse Incident Response Policy.) 
10.0
Change Control of the security policy
As technology and procedure demands change in this framework, appropriate and safe modification of this framework and Best Security Processes (BSP) will be implemented.  It is the responsibility of every ITSD employee to be aware of security issues and bring them to the attention of the Information Systems Security and Network Administration.  Any such issues that will affect security policy should be directed to the Security staff who will maintain responsibility to update this document.  Any such changes will go through the Change Advisory Board (CAB) and be agreed upon by the City of Albuquerque Information Security Administrator and Chief Information Officer.

Change management of all servers will be the responsibility of the ITSD staff.  All changes to these services will be submitted to the CAB for notification and approval.  All changes affecting configuration, applications and hardware will be logged.  Changes to production resources should be installed and verified in a test environment prior to any changes being conducted in the production environment.
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