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1. INTRODUCTION

This document contains the instructions on how to change your password and challenge questions for your

Active Directory password. These instructions are only for City of Albuquerque employees. Contractors must
call the service desk on 768-2930.

If at any time you have issues please contact the service desk at 768-2930

2. CONTACT LIST

Last Name,

First Name Role 1st Contact Method 2nd Contact Method
Andre O'Brien Document Author
Art Montoya Security

3. Password Reset
To change your password go to this web site.

http://react01.cabg.qgov/react
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Figure 1


http://react01.cabq.gov/react

3.1 Change Challenge Questions
Under Update Profile select the Go to Reset Tool
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Type in your ReACT ID into the input box below, then click the "Continue” button.

* Required
ReACT ID
00000
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N Y —

x Find: 1%

¥ Next € Previous & Highlight all ["] Match case (L% Reached end of page, continued from top

Figure 2

Your React ID is the same as your AD (e-mail) and click Continue
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ReACT Self-Service

Confirm ReACT ID
Please select your Authentication method and fill in the requested information, then click the "Continue” button.

m

* Required

Authenticate with Active Directory Credentials.

Authenticate with Challenge Questions.

*What is your BirthDate? (MMDDYYYY) Do not include Dashes or Slashes.
ssssesse
*What is the last 4 of your SSN?

Authenticate with SMS ©

Authenticate with E-Mail. €

Cancel Previous | | Continue
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Figure 3

Enter the two default questions that have been setup and press Continue
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Configure/Update Your Authentication Methods

Update your Recovery Methods. Click 'Finish’ button when you are done with your profile update.

* Required

Challenge Questions [Cimodify
To modify existing Challenge Questions click checkbox by 'Modify".

E-mail Support

Primary E-Mail::
Alternate E-Mail

Not Set
Not Set

SMS Support

Phone #:

Please Select Your Carrier: AT&T [+]
[C] Add/Modify Phone #:

“Use 10 Digit Number (No Dashes)
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Figure 4-

Under the Challenge Question select the Modify option.
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Update your Recovery Methods. Click 'Finish’ button when you are done with your profile update.
* Required

Challenge Questions Modify

Challenge Question Rules:
To modify existing Challenge Questions click checkbox by 'Modify".

= /&, All question and answer fields must be
*Question #1:

completed.
E /4, Type your own questions or pick from the
*Answer#1: *Retype-Answer #1: dropdown.
/&, All questions must be at least 10 characters in
- length. Answers entered must be at least 3
*Question #2: characters in length!
E‘ /2 The answer and confirmed answer must match L4
*Answer#2: *Retype-Answer #2: exactly.
/i, Duplicates are not allowed.
/&, The answers are not case sensitive.
E-mail Support
Primary E-Mail:: Not Set
Alternate E-Mail:: Not Sef
SMS Support
Phone #:
Please Select Your Carrier: Verizon [+]
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Figure 5-

Create your own challenge questions and update your e-mail support and SMS support questions.
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Configure/Update Your Authentication Methods

Update your Recovery Methods. Click " button when you are done with your profile update.

* Required

Challenge Questions [¥IModify

Challenge Question Rules:
To modify existing Challenge Questions click checkbox by "Modify'.

/iy All question and answer fields must be

*Question #1: completed. |
Favourite Food [ /i, Type your own questions or pick from the
*Answer#l: *Retype-Answer #1: dropdown.

“esssese ssssssse /& All questions must be at least 10 characters in

- length. Answers entered must be at least 3

*Question #2: characters in length!

Birth City [=] /&, The answer and confirmed answer must match
*Answer#2: *Retype-Answer #2: exactly.

sssssscsse ssssssssss /i, Duplicates are not allowed.

/&, The answers are not case sensitive.
E-mail Support

Primary E-Mail:: Not Set

Alternate E-Mail:- andrecbrien@cabq.gov

SMS Support =
Phone #:

Please Select Your Carrier- Verizon

Add/Modify Phone # 5054527681

“Use 10 Digit Number (No Dashes)
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Select Finish

3.2 Reset Password
Under Update Profile select the Go to Reset Tool
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Login

Type in your ReACT ID into the input box below, then click the "Continue” button.

* Required

ReACT ID
00000
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Figure 7

Your React ID is the same as your AD (e-mail) and click Continue



If you have completed section 3.1 your scscreen will have your challenge questions and look like this.
Otherwise it will look like Figure 3 .
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Confirm ReACT ID

Please select your Authentication method and fill in the requested information, then click the "Continue” button.

* Required
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Authenticate with Active Directory Credentials. ©

Authenticate with Challenge Questions. @

* Favourite Food

*Birth City

Authenticate with SMS ©

Authenticate with E-Mail. ©
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Figure 8

Once the questions have been entered press Continue.



3. Configure
ReACT Self-Service

Select Accounts

Please select the accounts you wish to reset from the list below:

"'f Help with this page

Please select the accounts you wish to reset from the list below
[] |User Name

System Name
E29733

Network ID
E29733.1SD.ABQ.Cabq

I Novell Password Reset

==
K| < >

2 Of 2 Selected (Select All)

System Type
Microsoft Active Directory

Novell Directory Services

Cancel |
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Display: [1[\ [ 1-2 of 2
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Select the password(s) you need to change. Note: both passwords should be changed together.
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Create a New Password

Type in a new password, following the rules to the right. Confirm your Password Rules:

password, then click the “Reset” button. *, Minimum of 8 and maximum of 16 characters.

* Required +, Case sensitive for all systems that are highlighted with YELLOW

*Password:

* Confirm Password:

Selected Accounts

User Name

E29733

‘ System Name | System Type

‘ Network ID | Microsoft Active Directory

E29733.1SD.ABQ.Cabq ‘ Novell Password Reset | Novell Directory Services
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Figure 10

Enter your new password twice and select Reset
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Review Changes

Accounts with a green icon in the staus column have had the password successfully changed. A red icon status means there was an error. To leave the
password reset wizard, click the button.“Finish”

Selected Accounts

User Name | System Name | System Type

| Status
E29733 | Microsoft Active Directory | Network ID | © successtul
E29733.1SD.ABQ.Cabq | Novell Directory Services | Novell Password Reset | © successful
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Figure 11

The passwords are now reset click Finish



